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ABSTRACT: In today's global media landscape, defending against
information manipulation and promoting fair yet responsible media participation
have become essential goals. This article explores how information manipulation
occurs in the modern media environment, examines the competitive dynamics within
the global media space, and presents strategies to strengthen resilience. Using
interdisciplinary research, it shows how audiences, media actors, and regulators
need to adapt to combat deliberate distortion, propaganda, and disinformation. The
findings indicate that media literacy, platform transparency, ethical journalism
practices, regulatory safeguards, and international cooperation are crucial for
countering manipulation and maintaining diversity and competitiveness in the
global media landscape.
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INTRODUCTION.

In recent decades, the spread of digital communication, social media, and
global news flows has changed the media information landscape. Audiences now
see unprecedented amounts of information, and with this increase comes a risk of
manipulation—whether through deliberate disinformation, subtle framing, or

algorithmically boosted echo chambers. At the same time, competition in the global
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media environment is growing: various actors (traditional media, digital platforms,
state actors, non-state actors) compete for attention, influence, and market share. In
this context, shielding audiences and information systems from manipulation is not
only a national issue but a global one. This article, therefore, explores how
manipulation works in the modern media space, what the competitive landscape
looks like, and what strategies can strengthen resilience.

LITERATURE REVIEW.

Media manipulation has been understood in various ways: as propaganda,
strategic framing, algorithmic bias, bot amplification, and covert influence
operations. For instance, research on the Ukraine conflict shows how digital
(dis)information exchanges among the state, media, and civil society complicate the
binary of top-down manipulation and bottom-up resistance [Golovchenko et al.,
2018, p. 980] (JOUP Academic][1]). Typologies of media manipulation highlight
that modern techniques often blend true and false information, making detection
difficult and eroding trust in institutions and media [Levitskaya & Fedorov, 2020, p.
70] ([ijmil.cherkasgu.press][2]). The global aspect is demonstrated by how the
Chinese Communist Party uses media and information infrastructure worldwide to
shape narratives, control distribution, and conduct disinformation campaigns [Cook,
2022, p. 120] ([Journal of Democracy][3]). Meanwhile, the global media landscape
Is shaped by the rise of digital platforms, shifting audience behaviors, faster
information flows, and new entrants disrupting traditional journalism. Journalism
experts argue that fact-checking, transparency in algorithms, and new regulations
are necessary to fight manipulation in this rapidly changing environment [Tulin et
al., 2024, p. 30] ([viewjournal.eu][4]). On a theoretical level, manipulation in
authoritarian regimes is seen as a trade-off: regimes might lessen manipulation if
they implement reforms that increase the credibility of information disclosure [Chen
& Xu, 2015, p. 167] ([Cambridge University Press & Assessment][5]). Additionally,
social bots play crucial roles in amplifying low-credibility content—studies on
Twitter show bots actively spreading misleading information, raising concerns about

media competition and information integrity [Shao et al., 2017, p. 2] ([arXiv][6]).
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DISCUSSION.

In today's media landscape, information manipulation happens through
several methods: (1) content distortion and selective framing, (2) algorithmic
promotion of biased or false content (such as echo chambers), (3) using automated
accounts or bots to spread unreliable information early in the dissemination process
[Shao et al., 2017, p. 3] ([arXiv][6]), (4) transnational influence campaigns that
reshape competitive dynamics in the global media space (for example, through state-
affiliated media actors) [Cook, 2022, p. 117] ([Journal of Democracy][3]). The
highly competitive nature of the global media scene means that organizations and
platforms compete not only on content quality or speed but also on attention,
algorithmic advantage, and credibility. In this environment, those skilled in
manipulation—whether overt or covert—can gain an advantage, which can reduce
diversity of voices, distort public debate, and weaken the principles of a pluralistic
media landscape. As Levitskaya & Fedorov note, advanced manipulation techniques
exploit the competitiveness of the media environment by blending credible and non-
credible information, making it hard to filter and tell them apart.

Protective strategies must therefore address not only individual manipulation
attempts but also the underlying structural conditions of competition. For example,
Improving media literacy creates a more resilient audience capable of critically
evaluating information sources, while transparency in algorithms and platform
accountability can reduce the advantages of manipulative actors. Additionally,
regulatory frameworks at both national and international levels can safeguard
against monopolistic or coercive information flows, and cross-border collaboration
can counter transnational manipulation operations.

RESULTS.

Based on the review and analysis, several key findings emerge:

1. Manipulation in the global media environment is complex and exploitative
of both content and distribution systems: it uses algorithms, bots, networked

platforms, framing, and competition for attention.
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2. The competitive nature of the global media information space creates
vulnerabilities: the pressure for speed, novelty, clicks, and audience attention favors
sensational or manipulative content, and platform algorithms may further prioritize
such content.

3. Protective measures must be systemic: individual media literacy is
necessary but not enough; platform design, regulatory oversight, journalism ethics,
and international cooperation form the broader ecosystem of defense.

4. In competitive markets with many players, the integrity and credibility of
media organizations become strategic assets — so media groups that focus on
transparency, verification, and ethics can gain a competitive edge and resist
manipulation.

5. Cross-border operations and state-linked actors show that the global media
information space isn’t just a marketplace of ideas but a contested arena where
manipulation aims to tilt competition, silence rivals, or promote specific narratives.

CONCLUSION.

In conclusion, protecting against information manipulation in today's media
environment and ensuring a healthy, competitive global media landscape is a
complex task that demands multifaceted solutions. The interplay between
manipulation strategies and competitive pressures means that those who control
attention, algorithms, and narrative flow can dominate the scene. To preserve
diversity, credibility, and trust in media, efforts must include empowering audiences
through media literacy, reforming platforms with algorithm transparency and
accountability, strengthening journalism ethics, implementing regulatory
safeguards, and fostering international cooperation. Media organizations that adapt
to these conditions may not only defend themselves against manipulation but also
enhance their competitive position globally. Future research should examine how
emerging technologies, like generative Al, further influence competitive dynamics
and manipulation tactics, as well as how regulatory and market responses will
evolve.

REFERENCES

Beinyck yxcypHana Ne-38 Yacme—1_Hosa6pb —2025
295

——
| —



ISSN
MODERN EDUCATION AND DEVELOPMENT  3060-4567

il Caled, D., & Silva, M. J. (2021). Digital media and misinformation: An
outlook on multidisciplinary strategies against manipulation. J Comput Soc Sci,
5(1), 123-159. ([pmc.ncbi.nim.nih.gov][7])

2. Chen, J., & Xu, Y. (2015). Information manipulation and reform in
authoritarian regimes. Political Science Research and Methods, 5(1), 163-178.
([Cambridge University Press & Assessment][5])

3. Cook, S. (2022). Countering Beijing’s media manipulation. Journal of
Democracy, 33(1), 116-130. ([Journal of Democracy][3])

4, Golovchenko, Y., Hartmann, M., & Adler-Nissen, R. (2018). State, media,
and civil society in the information warfare over Ukraine: citizen curators of digital
disinformation. International Affairs, 94(5), 975-994. ([OUP Academic][1])

5. Levitskaya, A., & Fedorov, A. (2020). Typology and mechanisms of media
manipulation. International Journal of Media and Information Literacy, 5(1), 69—78.
([iymil.cherkasgu.press][2])

6. Miroshnichenko, A. (2021). Media and responsibility for their effects:
Instrumental vs. environmental views. Laws, 10(2), 48. (|[MDPI][8])

Tk Melnik, N., & Golyanskaya, V. A. (2021). Political manipulation in the media:
Psycholinguistic aspect. In Social and Cultural Transformations in the Context of
Modern Globalism (Vol. 117, pp. 1041-1047). European Publisher.
([europeanproceedings.com][9])

8. Tulin, M., Hameleers, M., Talvitie, C., & de Vreese, C. (2024). How can
journalists strengthen their fight against misinformation in a changing media
landscape? VIEW Journal of European Television History and Culture, 13(25), 28-
41. ([viewjournal.eu][4])

9. Shao, C., Ciampaglia, G. L., Varol, O., Yang, K., Flammini, A., & Menczer,
F. (2017). The spread of low-credibility content by social bots. arXiv, 1707.07592.
([arXiv][6])

10. Bliss, N., Bradley, E., Garland, J., Menczer, F., Ruston, S. W., Starbird, K., &
Wiggins, C. (2020). An agenda for disinformation research. *arXiv*, 2012.08572.
([arXiv][10])

Beinyck yxcypHana Ne-38 Yacme—1_Hosa6pb —2025
296

——
| —



