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“UHTEPHET OPKAJIN COAUP OTUJIT'AH ZKNHOATJIAP BA YJIAPHU
TEPI'OB KWJIMIITHUHT 3AMOHABUI MYAMMOJIAPA”

Cypxonoapé sunosimu Tepmusz mymanu
HUPB xy3ypuoacu Tepzos eypyxu kamma
mep2084UCcU NOONOJIKOGHUK

Yopuee Daxpuooun A6oyzannoposuy

AHHOTanusi: Y0y Makoia WKTUMOMM TapMOKJIap OpKaJIW COAMP OSTUITaH
(GupHuOrapianK >KUHOSTIAPUHU TEProB KWIMLIAATH J10J13ap0 MyaMMOJApHU TaXJIWiI
Kujaad. Makojana MHTEPHET KUHOATIAPUHUHI XYCYCHUATIApU Ba YJIapHU TEProB
KWINIIAA yYpalJuran acocui KUMMHYMIIMKIIAP, XYCyCaH, TEXHUK OMJIMMIIAPHUHT
€TUIIMACIIUTY, XYKYKHH MyXxo(da3a KWIHII OpraHjapy Opacuiard XamMKOPJIUKHHHT
KAMJINTH Ba >KUHOATIAPHU aHUKIAIAArd Keyukunuiap KypuO uukwirad. [lyxra
acocaH, MyaMMOJIapHU XaJl KWIMIIHUHL camMapaid WyJulapy, *KyMJaJaH, MalaKajld
MyTaxacCUCJIapHH Talépiiall, Xalkapo XaMKOPJIMKHM MycTaxkKamulall Ba axO0opoT
aJIMalIUII TU3UMJIAPUHU PUBOXJIAHTUPUIL OYiinya Takaudiaap Oepuiras.

Kanur cyznap: Voxtumounit Tapmokiap, GupuOrapiuk *KUHOATIAPU, UHTEPHET
KUHOSITIIAPU, TEPrOB KWIHILI, XyKYKHH MyXo(asza Kuiuil, axOopoT XaB(CU3IUTH,
KUHOSITIa KapIllyd KypallWIl, 3JIEKTPOH (UPUOTapiIuK, MHTEPHET XYKYKH, TEXHUK
Taxpuoa.

«JIPECTYIUVIEHUSA, COBEPITAEMBIE YEPE3 HUHTEPHET, U
COBPEMEHHBIE ITPOBJIEMBI UX PACCJIEJJOBAHU S

AHHOTAIUSI: DTa CTaThsl AHAIM3UPYET aKTyaTbHBIC TIPOOJIEMbI PACCIICIOBAHIS
MOIIICHHUYECTB, COBEPIIEHHBIX Uepe3 COIMalbHBIC CeTH. PaccMmaTpuBaroTcs
OCOOEHHOCTH HHTEPHET-TIPECTYIJICHUH, OCHOBHBIC TPYMHOCTH, C KOTOPBIMHU
CTAJIKUBAIOTCS TIPABOOXPAHUTEILHBIE OPTaHBl TPH PACCICAOBAHHWH, TaKHE Kak
HEJIOCTAaTOK  TEXHUYECKUX  3HAHUH,  claboe  COTPYAHUYECTBO  MEXKIY
MIPABOOXPAHUTEILHBIME OpPraHaMU M 3aJCpXKKW B BBIBICHUM MpecTyruicHwid. Ha
OCHOBE 3TOTO0 Tpejyraratotcst 3QPeKTUBHBIC YTH PEIICHUs dTUX MPoOIeM, BKITIOUas
MOJATOTOBKY KBAJM(DUITMPOBAHHBIX CIEIUATUCTOB, YKPEIUICHHE MEXKTyHAPOIHOTO
COTPYJIHHYECTBA U PA3BUTHE CHCTEM 0OMeHa MH(POPMAITUCH.

KiawoueBbie ciaoBa: CouuanbHble CETH, MOIICHHUYECTBO, HWHTEPHET-
MIPECTYIICHUS, PacCieIOBaHUE, TPAaBOOXPAHUTEILHBIC OpTraHbl, WH(POPMAITMOHHAS
06e30macHOCTh, OOpKOa ¢ MPECTYIMHOCTHIO, JIEKTPOHHOE MOIIICHHUYECTBO, HMHTEPHET-
MPaBO, TEXHUYECKUU OIIBIT.
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" CRIMES COMMITTED VIA THE INTERNET AND THE MODERN
CHALLENGES OF INVESTIGATING THEM"

Abstract: This article analyzes the pressing problems of investigating fraud
committed through social networks. It discusses the characteristics of cybercrimes and
the main challenges faced by law enforcement agencies during investigations, such as
the lack of technical knowledge, insufficient cooperation between law enforcement
bodies, and delays in crime detection. Based on this, effective solutions are proposed,
including the training of qualified specialists, strengthening international cooperation,
and the development of information exchange systems.

Keywords: Social networks, fraud, cybercrimes, investigation, law enforcement,
information security, crime prevention, electronic fraud, internet law, technical
expertise.

Xo3upru KyHaa O0u3 axOopoT >kamusTh OwiiaH Wil ojub Oopamus, y cuécui,
WOKTUMOUM €K UKTHCOAMM uerapasiapra sra smac, Oy sca XyKyKHU MyXodaza KUINII
OpraHJIapUHUHT yIIOY TypJard *XUHOATIAPHU aHUKJIAUI, YJIapHU TYXTaTUI, TEProB
KWJIUII Ba all010p MIAXCIAPHU AKUHOAT jKaBOOTapJIMrUrra TOPTHULL )KapaéHUHH aHUK Ba
camapayii o0 OOpUITHU KaTTa Japakajga MypaKkKaOIalTupaay.

3amMaHaBUW TEXHOJIOTHSUIAp Xap WWJIM PUBOXKJIAHMO, WiIM-(aH Ba MHCOH y4yH
OYHEHM aHIJIall, Xa€THH SXIIWIALI Ba OMp-OupH OWjaH y3apo aloKa YpHATHUILIA STHIH
MMKOHHUSITIIAPHU SIpaTMOKAA. by YpHUa HHTEPHET XaM MyXHM aXaMHsITra sra, YyHKA
VHUHT TapMOKJIapu aTpodumuzgaru O6apya MyXUTHH Ypad oiraH. XO03UPrd KyHHa
AyHEHUHT Oapya MamilakaTiapy/a MHTEPHETHHU (poiijalaHyBUM OJJaMHH TOTIUII KUHHUH
o0ynmu6 KonmMokaa. UHTepHEeT-TeXHOIOTUIAPHUHT (HaoJT KOPUH STUITUIIHN XaETUMUZHU
ce3niIapiu Japaxkaja sXIIHiIagn, MHCOHIAp YpTacuaru 4YeKIoBIapHu Yuupuo, aroka
XKapaCHUHU SHT TE€3KOp KWIUO Ky au. X03Upru KyHJ1a TaXMUHaH 2,5 MUUIMap] ojiaM
WOKTUMOUM TapMOKJIap/a maxcuii caxudaapra sra Ba 0y KypcaTkud opTud 60pMoka.
Hyné axomucuHuHr kyn kucmu “BKontakre”, “Uncrarpam™, ‘“Tenerpam” Ba
“OnHOKIaCCHUKN KalOW WKTUMOUN TapMOKJIapHU (aoyl MIIIaTMOKAa, Oy opKaiu
1axCH MabJIyMOTJIAp (cypatnap, BH/JIC0JIaBXAJIAp )HU OYMK  XOJIJIa
KOMJTAIITUPHUIITHUHAT XaBhaapy XaKu1a KYITIWINK Yilnad XxaMm KypManu.

Omumnapnan  EpomenkoB H.B. Ba LlgeroB B.Mnap ¥3 mznanunuapuga ymoy
MyaMMOHHM XaJl KWIMIIHUHT camapajiy yCyJlapujaH OWpu TEproB oOpraHiapu
pax0OapiapuHUHT Ha30paT (paoausTUHU Kyyaltupumaup. bynna, alHukca, MHTEpHET
OpKaJIu COAUp ATUITaH (UPUOTAPIIMK )KUHOATIIAPY KaOW aHUKJIaHMAaraH )KUHOSTIapHU
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MyXOKamMa KWJIUII Y9yH KyIiMa WUFIIIANUIAP TAIIKWAJ 3THII MyXUM axaMuAT KacO
STULIMHM 'aJ0Xu/1a TAbKUUIAIITaH.

[y 6unan Oupra, ornepaTUB XOAUMIIAP Ba SKCIEPT-KPUMHUHAIUCTUK OYIMHMAIap
XOJIMMJIAPUHM ka0 KWJIUII, TEproB >KapaéHUHU sHa/la MyKaMMaJUIAIITUPUII Ba
KUHOSATIAPHU aHUKJAIIA SIHTH, caMapayiid €HAAIlIyBJap UIuiad YMKUIT UMKOHHHU
Oepanu.

WMxtumonit Tapmokiapaa (upuOrapiukka KapaTWiTaH amajiap XKyJaa Kym Ba

XUIMa-XWIIHP.

1. MkTuMoOMiA TapMOKJIapaaru TaHJoBJap opkajau ¢pupuodrapauk: MacanaH,
“BKonTakTe” WXTUMOUN TapMoruaa ¢GupuOrap TOMOHHAAH SpaTHIITaH
caxudana KyHugaru Ma3MyH/Ja xabap é3unaau:
«bu3 cuznapuuHr maxpuaa Apple tenedonnapu Ba akceccyapiiapu AYKOHUHU
ouMoKYMMU3. TannoBra umtupok 3rran oupunyu 100 kumm yuyH Apple iPhone
XS Max cosracu Takaum stinnanu. [llaptmap: 1) Menra o6yna 6ynumi. 2) by
xabapHu penocT K. 3) XabapHu caxudaHruzaa OUpUHYM YpUHTa KYWHIIL
4) benrunanrad coHUAA penoctiap Kuiauil. MimonMarannap €3Manr, ¥3 BaKTHaIa
Ba MEHUHT BakTHja O6exop KuiMmaHr. byroprmanu 6pon kumumn xakua 300.000
cym». Arap MIITHPOKYH IMIApTiIapra amai KWica XaM, COBFa Y4yH IyJ TYJall
tanad kunuHanu. Ilyn TymanranugaH keiuH (upuOrap ToMoHHIaH caxuda
VIUpWINIM €Kd aIMUHUCTPAIUs TOMOHUAH OJIOKIaHaIH.

2. NHTepHeT caBaocu opKajau pupudrapauk: bynga upubrapnap ToBapiapHu
50% ¢éxu 100% onaun TYIOB acocuma Takiaud kuimb, keduH cudarcus
MaxCyJoT F000paau €K MUKO3J1ap OJITaH TOBAPHU €TKa3uo Oepmaiiu.

3. Epaam cypam opkaam d¢upuérapiamk: By Xo3upru KyHIa MOKTHMOMIA
TapMOKJIapJiark SHI OMMaBHI Ba KEHT TapKajiraH GupuoOrapiuk ycynu 6ymuo,
Tparuk BOKeajiap, OFUpP KacayUTUKIap €Ku OOJaapHUHT Ba3UATH OMIIaH OOFIIUK
€paaM cypailra acoCJIaHaIu.

4. Mmra oxoyiamum  Xxu3Matiaapu  opkaau  ¢upudrapauk: Mamxyp
rypyxjapia Xoprkiaa €KM MaxaUlMi uiira >koujamuil Oyinuya 3bJIOHIap
ésunamu. by cxemana dupubrapiap ogamiIapHHU HINTa >KOMIAIITHPUIT YUYH
KypcaTMma Oepaau, yiapJaH OJJIMHTH TYJIOB Tajlad KWJIMHAIH, ITapTHOMAaJapHA
pacMUNNAIITHPUII, TAOOUN KYpUKIIAp, UII )KOWHUTA OUJIeTIIap Xapu i KWJIHII Ba
Oomkanap yuyH Mabiar Tanad KUIMHAIW Ba OKHOATA yIapHU aJiIaiIu.

! Epomienxos H.B. Ba I{geto B.U1 “CripaBo4Hble HHTEPHET-PECYPCHI B PACKPBITUH IIPECTYILIEHUH, CBA3AHHBIX
C XHIICHUEM JCHE)KHBIX CPEJICTB ¢ 0AaHKOBCKHX cueToB rpaxaan’ https://cyberleninka.ru/article/n/spravochnye-internet-
resursy-v-raskrytii-prestupleniy-svyazannyh-s-hischeniem-denezhnyh-sredstv-s-bankovskih-schetov-grazhdan
(myposkaat canacu: 10.10.2025 )
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Xap WuiM MHTepHETra acocianrad (upuOrapiuk TypiapH y3 TapaKKUETHHHI JaBOM
ATTUPA/IM, UIYHUHTACK, Oy >KUHOSATIAPHUHI OYMJIMIIMIA OUp KaTop MyaMMmoJjap
TYCKUHJIMK KWIMOKJAA. BU3HMHT (ukpuMH3ya, KyWHJIard MyaMMojap HWHTEpPHET
OopKaJIu coaup Oynran GupuOrapiuK *XUHOSTIAPUHUHT PUBOXIAHUIIMIATH aCOCUN
TYCHUKJIap cudaThia KYpUInil MyMKUH:

o MnMu# TabJIMMHUHT €TUIIMACIIATH

o XaB(pcu3nMMK Ba XyKYKHH Myxoda3a KWIUII OpTraHiapuia MyTaxacCUCIApHUHT

MaJlaKacHl €TUIIMACIUTH
o lHTepHeT )XUHOATIAPUHM TEPTOB KWIMIIIA TAXKPpHOa Ba Maxcyc OMIMMIIAPHUHT
KaAMJIUTH

« HepackpbITble )XKUHOSTIAP YIYIIUHUHT FOKOPUIIUTH

by myammonap y3apo OofiuK OYnuO, ynapHUHT Oapyacu ymMymud MaHOa Ba
cababnapra sra. YmoOy MyaMMOJapHU aHUKJAIl Ba WHTEpHETHard (pupuOrapiauk
KUHOSITIIAPUHU TEPTrOB KWJIMIITHUHT METOJOJIOTHK YCYJUIADUHU UIIUTA0 YUKW 3apyp.

bupunun myamMmo ymly coxazard MyTaXxacCUCIAPHUHT YMYMHH WIMHUI
aMalIuETUra TETUNUIM. XO3UPrd KyHAa WIMHA anabuériap WHTEpHETAaru
¢bupuOrapianuk coxacuHu TYJIUK €putMarad. AQcycku, €m MyTaxaccuciap opacuja
XaM ymoy coxaaa 4yKyp Ouiaumra sra Oyiraniap kam. YmoOy MyaMMoHH Oaptapad
TUII y4YyH WIMUH MabiIymMoTiap Oa3acMHU KEHTaWTUPHIL, OJUH TabJIUM
Myaccacallapujilard TabJIUM JacTypJlapuHd 3aMOHaBUM Tanabnapra MyBODUK
SHTUJIAIl, MYTaXaCCUCIAPHUHI MaJaKaCWHU OLIMPHUI, XOPWXKHUM Taxxpuba Ouian
anMalluil Xamja npodeccroHan KOH(PEpeHLUsuIap Ba CEMUHapJiap TAIIKWI 3THIL
MYXUMIHUP.

[IyHuHTIEK, aHUK Ba MyKamMMal >KUHOSATIAP TapKUOWTa OWJ TaIKUKOTIAp
YTKa3ull TaBcusa 3TWIAAU. By TaaKuMKOTIap OpKaJId, XYKYKIIYHOCIUK COXaCHIaru
OWIMMIIApHU KEHTAUTHPUIN Ba MyKaMMaJUTAIITHPUII KUHOSTIAPHUA TYFPU Ba aHUK
TabpudIall IMKOHUHHU Oepaiu.

By Oopana onumnapgan bymaih J[.A. ¥3 wmakonanapuga Amanuériaaru
KaMYWIMKIIAPHU XOPKUM XamKacOap Omiad Taxpuoda aMaIinil OpKaiu TYFpuiall
MyMKHUH. By Ownmmparn OYHIUIMKIApHM aHUKJIANI Ba TEPrOBHHU OO Oopuiiaru
VMMKOHMATIAD XaMga MHYJUIapHM Tomumra &paam Oepamu’ ne0 xucoOmaiam.
O.A.Haymenkons »5ca WHTepHeT-TexHONOTHsIapaaH (oHganmanran Xojjaa COOUp
STWITaH GUPUOTAPIHK )KUHOSTIAPUHHU TEProB KUIHIIA F03ara KeJIraH MyaMMOJIapHH
VpraHuin HaTHXKAcUAa, YJIAPHUHT KOMIUIEKC TaOuaTH MaBXKYJJIMTH XyJiocacura

2 Bynait I.A “IIPOBJIEMbI PACCJIEJOBAHMS MOIIEHHHUYECTBA B COIIMAJIBHBIX CETAIX” //
https://cyberleninka.ru/article/n/problemy-rassledovaniya-moshennichestva-v-sotsialnyh-setyah  (mypoxxaar canacwu:
10.10.2025)
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xenran®. By Gopanga myraxaccucnap O.A.Haymenkos Ba bynaii JI.A. Mynoxasanapu
Ypunnu ne6 xucoOmaimMuz. UyHKM WOKTUMOMN TapMOKJap OpKajdu coaup OViraH
KUHOSITIIADHU TEProB KWIMIIAATU sSHA OUp MyaMMO — XYKYKHH Myxodaza KWW
oprannapugaru UT myrtaxaccucnapuHUHr KaM Majakacu. by myammo, acocas,
aBBAJITM MYaMMOJIADHUHT €YUMCHU3JIUTUAAH KenuO uukaau. JKuHOATIapHU TEpros
KWIAI €KW TEKIMUPUIT OWJlaH IIyFYJUTAaHYBUM XOJUMJIAP, KYNMHWHYA, XKUHOSTHUHT
0OBEKTHB TOMOHHUTA OWJI TEXHUK Ba TEXHOJOTUK XyCYCHUATIApAaH Xadapiop aMaciap.
NutepHer opkanu coaudp OYiaraH >KUHOATIAPHU caMapalyd TEproB KWIWII YYYH,
XYKYKIIYHOCIUK Omnmrmitapu 6mnan oupra, UT coxacuna Mykamman Ouaumiapra ara
OynuI Tanad THIIAIN.

Onunran mabiaymoTiapra Kaparanga 2020 iunga coaup >Tuiirad Gupudrapiank
KUHOSTIAPUHUHT yMyMHil coHn 10496Tanu Tamkun 3trad 0yica 2023 iwira kenuo
sca 18492tara erraH, Taxawuiap JaBOMUAA COAMP STUIAETraH (pupuOrapaIuk
KUHOSTIAPUHUHT Kapuild 60%ra sSKMHM allHaH WKTUMOMM TapMOKJIap XHccacura
TYFpU KEIMOKZIA, SHI auyuHaApJIMCH 3a (pom sTuiamaciaH KoJlaéTraH (upuOrapiauk
KUHOATIAPUHUHT 90%IaH OPTUFM XaM aliHaH WOKTUMOMI TapMOKIap Xuccacura’
TYFPU KeIaau.

[ynurnex 0y 6opaga omumuap M.X. OpaokoB Ba JIxk.A. KapmanoBamap V3
nnutapuga [noban mabiayMoTiap MailioHMaa coaup HSTHWIraH (QupUOrapiIuKHu
KUHOATIAP KamJlanMacu cudatuga TacHU(Iall MYMKHUH, YJIApPHUHT acoCHil
XUCJIATUHU OUpJIallraH yCyJiJa COIMp 3TUIMIIM Ba MaH(paaTHapCTIUK aCOCHUIArd
MOTHBAIMS TAITKWJI AT’ 1e0 XHCOOIAIIraH.

Xyayuiap opacujard KOOpAWHAIMSHU KydaWTUpuil XxaMm Myxum. by Hadakat
JaBJlaT OpraHJiapy, OaJIKH >KaMOATUYMIIMKHU XaM (paoit »and KUIWIIHA Tajad dTaju.
dykapoJapHUHT WHTEPHETAArd XaB()CU3IUITMHUA TabMUHIAII YIyH XaOapopiIuKHU
OIIUPUII, MabMypHHl Ba XYKyKUM >KaBOOTApJIMKHM Ky4daWTHUpHII 3apyp. Maxcyc
JacTypiap Ba Mabpy3ajap OpKajiud UHTEPHET PUpHUOrapIMKIApUHUHT KaHAai Typaapu
MaBXYJIJIMTH Ba ylap/aH KaHJal XUMOSJIAHUII KePAKIUTH OYyiinda »KaMOaTUYUIUKHU
Y30K MYAJATIIU IIaKIIa MabJIyMOTJIAHTUPHUIN OyWWYa THU3UMIIMA HII OO OOopuIl
KEpak.

3 0.A.Haymenkos “TIpo6iemMbl B pacclie[JlOBAHMM YTOJNOBHBIX J€I O MONIEHHHYECTBE, COBEPIIEHHOM C
HCIIOJIB30BaHMEM HH()OPMAIMOHHO-TEIEKOMMYHHKAMOHHON cpensl” // https://cyberleninka.ru/article/n/problemy-v-
rassledovanii-ugolovnyh-del-0-moshennichestve-sovershennom-s-ispolzovaniem-informatsionno-
telekommunikatsionnoy-sredy (mypoxaar canacu: 10.10.2025 )

4 Crar.y3 Tapmoru. https:/siat.stat.uz/reports-filed/2470/table-data (myposxaar canacu: 10.10.2025 )

5 M.X. Opaoxos Ba Jx.A. Kapmanosa “O Cnoco6ax Cosepmenuss Momenundects B InobansHOM
HNudopmannonnom IIpocrpanctee” //  https://cyberleninka.ru/article/n/o-sposobah-soversheniya-moshennichestv-v-
globalnom-informatsionnom-prostranstve (mypoxaar canacu: 15.10.2025 )
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IHyHI/IHFI[eK, TabJIUM coxacuaaru HIOUIapHU XaM  TakKpopJam  JIO3UM.
Basuprnukiap Ba o TabJIMM Myaccacajlapyu Opacuiard XaMKOPJIMKHU Ky4au TUPUIL,
Tana6aﬂap Ba €Il MYTaxXaCCUCIIAPHUHI' JHTU TCXHOJIOTHAIApTa 65'/J'Il“aH KU3UKHUIINHU
yIII6y coxagarm uia OmiaH OoFJIall MYXUM axaMMATTa ora. EIH MYTaxaCCUCIIAPpHUHT
HHTCPHCT JXUHOATIIAPUHW AaHUKJIAIl Ba yiapra Kapiind Kypalouiinjia (baon HIOTUPOK
ATHUILH YYYH MYJDKAJUIAHTAH MaxCyc JacTypiiap apaTuil xKyaa 3apyp.

[y OGuman OGupra, uHTEepHETAArU (HUPHOTAPIMK KUHOATIAPU TII00aT MyaMMO
O0ynmu6, yHu dakat MamiiakaT Japakacuaa dMac, OaKM XaaKapo XaMKOPJIHK OpKaJld
XaJ ATUII KepaK. XaJaKapo XyKyKHH MyXodaza KWWl OpraHjapuHUHT MyaMMoJiapra
6I/IpFaJIPIK,Z[a CUHM TOIIMIIIIAPH Ba aMaJjira O PHUIIIIIapH Tajaab ITUIIadU. MacaﬂaH, 6I/Ip
AaBJIaTaa COOUP 3TUITIdaH JKHUHOATHHUHIT HaTHIKaJIapH 60HIKa MaMJlaKkaTaa 3XTHUMOJIaH
cewnapiau  Tabcup kypcaranu. Iy cababmu, Xankapo XaMKOPIMKHHHT
MYyCTaxXKaMJIaHUIITW HHTCPHET JKUHOATIIApHUIra Kaplli Kypallruiiaa )XKyJda MyXuMIup.

®ONJTATAHUJITAH ATABUETJIAP PYUXATH

1. EpomenkoB H.B. Ba L{etoB B. “CnpaBouHble HHTEPHET-PECYPCHI B PACKPBITUN
HpeCTYHJICHI/Iﬁ, CBA3aHHBIX C XUIICHUCM ACHCKHBIX CPCICTB C 0aHKOBCKHX CUETOB
rpaxman” https://cyberleninka.ru/article/n/spravochnye-internet-resursy-v-
raskrytii-prestupleniy-svyazannyh-s-hischeniem-denezhnyh-sredstv-s-bankovskih-
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