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“@UPUBTAPJUKHUHAT KUBEP®OPMAJIAPU: MKTUMOWA
TAPMOKJIAPJIATY "KUHOSITJIAPHUA TEPTOB KUJIHUIITA OU/JI
TAJAKUKOTJIAP”

Cypxonoapé eunoamu Tepmuz mymanu
HUUPB xy3ypuoacu Tepzos 2ypyxu kamma
mep2084UcyU NOONOJIKOBHUK

Yopuee Daxpuooun A6oyzannoposuy

AHHoOTanusi: Y0y Makoia WKTUMOMM TapMOKJIap OpPKaJIW COAMP OSTUITaH
(GupHuOrapianK >KUHOSTIAPUHU TEProB KWIMLIAATH J10J13ap0 MyaMMOJApHU TaXJIWiI
Kwiagu. Makosiaja MHTEpHET >KMHOSATIAPUHUHI XYCYCHSTJIApU Ba YJIapHH TEProB
KWINIIAA yYpalJural acocui KUMMHYMIIMKIIAP, XYCyCaH, TEXHUK OMJIMMIIAPHUHT
€TUIIMACIIUTY, XYKYKHH MyXxo(da3a KWIHII OpraHjapy Opacuiard XaMKOPJIUKHHHT
KAMIINTH Ba >KUHOATIAPHU aHUKIAILAArd Kedukunuiap KypuO uukwirad. [llyxra
acoCaH, MyaMMOJIAPHH XaJl KWIMIIHHUHT cCaMapajid WyJUlapy, >KyMJaJaH, MajlaKaJd
MyTaxacCUCJIapHU Talépiiall, Xalkapo XaMKOPJIMKHM MycTaxkKamilall Ba axO0opoT
aJIMalIUII TU3UMIIAPUHU PUBOXIIAHTUPUIL OYiinya Takaudiaap Oepuiras.

Kanut cy3aap: bxtumonii Tapmokiap, GupuOrapiauk >KMHOATIAPU, HHTEPHET
KUHOSITIIApU, TEProB KWIUIL, XyKYKHH MyXo(a3a Kuiuil, axOopoT XaB(CU3IUTH,
KUHOSITIa Kapllyd KypallWIl, 3JIEKTPOH (UPUOTapiIuK, MHTEPHET XYKYKH, TEXHUK
Taxpuoa.

«KUBEP®OPMbBI MOIIEHHUYECTBA: UCCJIEAOBAHUA 11O
PACCJIEJJOBAHUIO MPECTYIIJIEHUHM B COITUAJIBHBIX CETSIX»

AHHOTAIMSA: DTa CTaThsl AHAJIU3UPYET AKTyaJlbHbIE MPOOJIEMBbI PACCIEIOBAHMS
MOIIICHHUYECTB, COBEPIIEHHBIX Yepe3 COIMaNbHBIC CeTH. PaccmaTpuBaroTcs
OCOOCHHOCTH HMHTEPHET-TIPECTYIICHUH, OCHOBHBIE TPYIHOCTH, C KOTOPBIMHU
CTAJIKUBAIOTCS TPABOOXPAHUTENLHBIE OpTaHbl TPH PACCICIOBAHUM, TaKHE Kak
HEJOCTAaTOK  TEXHUYECKHUX  3HAHUH,  claboe  COTPYAHUYECTBO  MEKIY
MIPABOOXPAHUTEILHBIMA OpPraHaMu M 3aJCPXKKW B BBIBICHUM MNpecTyIuicHwid. Ha
OCHOBE 3TOTO0 TpejyraratoTcst dQPEeKTUBHBIC TTyTU PEIICHUs STUX MPOoOJIeM, BKITIOUas
MOJATOTOBKY KBAJM(DHUITMPOBAHHBIX CIEIUAINCTOB, YKpCEIUICHUE MEXKIyHApOIHOTO
COTPYIHHYECTBA U PA3BUTHE CHCTEM 0OMeHa MH(GOPMAITUCH.

KiawoueBbie ciaoBa: CouuanbHblE CETH, MOIICHHUYECTBO, HWHTEPHET-
MPECTYIICHUS, PACCICIOBAHNUE, TMPABOOXPAHUTEIBHBIC OpTraHbl, WHPOPMAIMOHHAS
6e30macHOCTh, OOpKOa ¢ MPECTYIMHOCTHIO, JIEKTPOHHOE MOIIICHHUYECTBO, HMHTEPHET-
MPaBO, TEXHUYECKUU OIIBIT.
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"CYBERFORMS OF FRAUD: RESEARCH ON INVESTIGATING CRIMES
IN SOCIAL NETWORKS"

Abstract: This article analyzes the pressing problems of investigating fraud
committed through social networks. It discusses the characteristics of cybercrimes and
the main challenges faced by law enforcement agencies during investigations, such as
the lack of technical knowledge, insufficient cooperation between law enforcement
bodies, and delays in crime detection. Based on this, effective solutions are proposed,
including the training of qualified specialists, strengthening international cooperation,
and the development of information exchange systems.

Keywords: Social networks, fraud, cybercrimes, investigation, law enforcement,
information security, crime prevention, electronic fraud, internet law, technical
expertise.

Xo3upru KyHaa Ou3 axOopoT kamusth OwsiaH uil ojJub Oopamus, y cuécui,
WOKTUMOUM €K UKTHCOAMM uerapasiapra sra smac, Oy sca XyKyKHU MyXodaza KUINII
OpraHJIapUHUHT yIIOY TypJard *XUHOATIAPHU aHUKJIAUI, YJIapHU TYXTaTUI, TEProB
KWJIUII Ba ail010p MIAXCIApHU KUHOAT KaBOOTapJIMTUITa TOPTHUIL )KapaéHUHU aHUK Ba
camapayii o0 OOpUITHU KaTTa Japakajga MypaKkKaOIalTupaay.

3amMaHaBUW TEXHOJIOTHSUIAp Xap WWJIM PUBOXKJIAHMO, WiIM-(aH Ba MHCOH y4yH
OYHEHM aHIJIall, Xa€THH SXIIWIALI Ba OMp-OupH OWjaH y3apo aloKa YpHATHUILIA STHIH
MMKOHHUSITIIAPHU SIpaTMOKAA. by YpHUa HHTEPHET XaM MyXHM aXaMHsITra sra, YyHKA
VHUHT TapMOKJIapu aTpodumuzgaru O6apya MyXUTHH Ypad oiraH. XO03UPrd KyHHa
AyHEHUHT Oapya MamilakaTiapy/a MHTEPHETHHU (poiijalaHyBUM OJJaMHH TOTIUII KUHHUH
o0ynmu6 KonmMokaa. UHTepHEeT-TeXHOIOTUTIAPHUHT (HaoJT KOPUH STUITUIIHN XaETUMUZHU
ce3niIapiu Japaxkaja sXIIHiIagn, MHCOHIAp YpTacuaru 4YeKIoBIapHu Yuupuo, aroka
XKapaCHUHU SHT TE€3KOp KWIUO Ky au. X03Upru KyHJ1a TaXMUHaH 2,5 MUUIMap] ojiaM
WOKTUMOUM TapMOKJIap/a maxcuii caxudaapra sra Ba 0y KypcaTkud opTud 60pMoka.
Hyné axonmucuHuHr kyn kucmu “BKontakre”, “Uncrarpam™, ‘“Tenerpam” Ba
“OnHOKIaCCHUKN KalOW WKTUMOUN TapMOKJIapHU (aoyl MIIIaTMOKAa, Oy opKaiu
1axCH MabJIyMOTJIAp (cypatnap, BH/JIC0JIaBXAJIAp )HU OYMK  XOJIJIa
KOMJTAIITUPHUIITHUHAT XaBhaapy XaKu1a KYITIWINK Yilnad XxaMm KypManu.

Omumnapnan  EpomenkoB H.B. Ba LlgeroB B.Mnap ¥3 uznanunuiapuna ymoy
MyaMMOHHM XaJl KWIMIIHUHT camapajiy yCyJlapujaH OWpu TEproB oOpraHiapu
pax0OapiapuHUHT Ha30paT (paoausTUHU Kyyaltupumaup. bynna, alHukca, MHTEpHET
OpKaJIu COAUp ATUITaH (UPUOTAPIIUK )KUHOATIIAPY KaOW aHUKJIaHMAaraH >KMHOSITIIapHU
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MyXOKamMa KWJIUII Y9yH KyIiMa WUFIIIANUIAP TAIIKWAJ 3THII MyXUM axaMuAT KacO
STULIMHM 'aJ0Xu/1a TAbKUUIAIITaH.

[y 6unan Oupra, ornepaTUB XOAUMIIAP Ba SKCIEPT-KPUMHUHAIUCTUK OYIMHMAIap
XOJIMMJIAPUHM ka0 KWJIUII, TEproB >KapaéHUHU sHa/la MyKaMMaJUIAIITUPUII Ba
KUHOSITIIADHU aHUWKJIAIIAA SIHTHA, caMapaid EHIAITyBlIap HWILIIA0 YUKW WMKOHHHH
Oepanu.

WxTtumounit TapMmokiapna (upubrapiukka KapaTWiraH aMmajuiap KyJda Kym Ba

XUIMa-XWIIHP.

1. MkTuMoOMiA TapMOKJIapaaru TaHJoBJap opkajau ¢pupuodrapauk: MacanaH,
“BKonTakTe” WXTUMOUN TapMoruaa ¢GupuOrap TOMOHHAAH SpaTHIITaH
caxudana KyHugaru Ma3MyH/Ja xabap é3unaau:
«bu3 cuznapuuHr maxpuaa Apple tenedonnapu Ba akceccyapiiapu AYKOHUHU
ouMoKYMMU3. TannoBra umtupok 3rran oupunyu 100 kumm yuyH Apple iPhone
XS Max cosracu Takaum stinnanu. [llaptmap: 1) Menra o6yna 6ynumi. 2) by
xabapHu penocT K. 3) XabapHu caxudaHruzaa OUpUHYM YpUHTa KYWHIIL
4) benrunanrad coHUAA penoctiap Kuiauil. MimonMarannap €3Manr, ¥3 BaKTHaIa
Ba MEHUHT BakTHja O6exop KuiMmaHr. byroprmanu 6pon kumumn xakua 300.000
cym». Arap MIITHPOKYH IMIApTiIapra amai KWica XaM, COBFa Y4yH IyJ TYJall
tanad kunuHanu. Ilyn TymanranugaH keiuH (upuOrap ToMoHHIaH caxuda
VIUpWINIM €Kd aIMUHUCTPAIUs TOMOHUAH OJIOKIaHaIH.

2. NnTepHeT caBaocu opkaau pupudrapiauk: bynga dupubrapnap ToBapiapHu
50% ¢éxu 100% onaun TYIOB acocuma Takiaud kuimb, keduH cudarcus
MaxCyJoT F000paau €K MUKO3J1ap OJITaH TOBAPHU €TKa3uo Oepmaiiu.

3. Epaam cypam opkaam d¢upuérapiamk: By Xo3upru KyHIa MOKTHMOMIA
TapMOKJIapJiark SHI OMMaBHI Ba KEHT TapKajiraH GupuoOrapiuk ycynu 6ymuo,
Tparuk BOKeajiap, OFUpP KacayUTUKIap €Ku OOJaapHUHT Ba3UATH OMIIaH OOFIIUK
€paaM cypailra acoCJIaHaIu.

4. Mmra oxoyiamum  Xxu3Matiaapu  opkaau  ¢upudrapauk: Mamxyp
rypyxjapia Xoprkiaa €KM MaxaUlMi uiira >koujamuil Oyinuya 3bJIOHIap
ésunamu. by cxemana dupubrapiap ogamiIapHHU HINTa >KOMIAIITHPUIT YUYH
KypcaTMma Oepaau, yiapJaH OJJIMHTH TYJIOB Tajlad KWJIMHAIH, ITapTHOMAaJapHA
pacMUNNAIITHPUII, TAOOUN KYpUKIIAp, UII )KOWHUTA OUJIeTIIap Xapu i KWJIHII Ba
Oomkanap yuyH Mabiar Tanad KUIMHAIW Ba OKHOATA yIapHU aJiIaiIu.

Xap AWM UHTEpHETIa acocliaHral (pupulrapiivk Typiaapu y3 TapakKKUETUHU TaBOM

ATTUPAIU, IIYHUHTCK, Oy >KUHOSTIAPHUHT OUYWJIUIIUTa OUp KaTop MyaMMoJjap

! Epomienxos H.B. Ba I[getos B.U1 “CripaBo4Hble HHTEPHET-PECYPCHI B PACKPBITUH TIPECTYILIEHUH, CBA3AHHBIX
C XHIIEHHEM JICHESIKHBIX CPEJICTB ¢ OaHKOBCKHX cueToB rpaxaan’ https://cyberleninka.ru/article/n/spravochnye-internet-
resursy-v-raskrytii-prestupleniy-svyazannyh-s-hischeniem-denezhnyh-sredstv-s-bankovskih-schetov-grazhdan
(mypoxaat canacu: 10.10.2025 )
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TYCKUHJIMK KHJIMOKAA. BW3HMHT (uUKpUMH34Ya, KyWHJarn MyaMMOJIap MHTEPHET
OpKaJId coaup Oynran (GpupuOrapiuK *XUHOSTIAPUHUHT PUBOXIAHUIIMIATH aCOCUN
TYCuKiIap cudaTuaa Kypuaui MyMKUH:

o MiMu# TabJIMMHUHT €TULLIMACIIUATY

o XaB(pcH3nMMK Ba XyKYKHH Myxoda3a KWIUII OpTraHiapuia MyTaxacCUCIApHUHT

MaJlaKacu €TUIIIMACIIUTH
o VHTepHeT )XUHOSATIAPUHH TEPTOB KWIHIIIA TAKPHOA Ba MaxCyc OMIMMIIApHUHT
KaMJIUTH

o HepackpbiThie )KUHOSATIAP YIYIIMHUHT IOKOPUIIUTH

by myammonap ¥y3apo Oornmk OViau0, ymapHuHT Oapuacu ymymui maHOa Ba
cababnapra sra. Ym0y MyaMMOJapHH aHUKJAIl Ba WHTEpHETHard (pupuOrapiauk
KUHOSTIAPUHU TEProB KWIHUIIHUHT METOJI0JIOTUK YCYJUIAPUHU UIUTA0 YUKUII 3apyp.

bupuHun myammo ymly coxazard MyTaXxacCUCIAPHUHT YMYMHH WIMUI

aManuéTura TETUILIM. XO3UPru KyHJa WIMHA afgabuétinap UWHTEpPHETAAru
(¢upuOrapianK cCoXacuHu TYJIUK €puTMmarad. AQcycku, € mMyTaxaccuciap opacHiaa
XaM ymoy coxaaa 4yKyp Ouiaumra sra Oyiraniap kam. Yoy MyaMMoHH Oaptapad
TUII yYyH WIMUH MabiIymMoTiap ©Oa3acMHU KEHTaWTUPHIL, OJUM TabJIUM
MyaccacajapuJar TabJUM JacTypjapyuHU 3aMOHAaBMi Tanabiapra MyBO(QUK
SHTWIAI, MYyTaXacCUCIAPHUHT MaJlakKaCMHHU OIIWPHUII, XOPMXXKUN Taxpuba OuiaH
anMalluIl Xamjaa npodeccruoHan KOH(pEpeHIMsUIap Ba CEMUHAapJap TAIUIKHI 3THIL
MYXUMIHUP.

[IIyHuHrIeK, aHUK Ba MyKaMMall >KUHOATIAp TapKUOWTa OuJl TaJKUKOTJIap
VTKa3ulll TaBCUSl ATUIAAU. By TaIKUMKOTIap OpKaliu, XYKYKIIYHOCIHK COXacuJaru
OWJIMMIIApHU KEHTAUTHPUII Ba MyKaMMAaJUTAIITAPUIN KUHOSTIAPHUA TYFPU Ba aHUK
TaspudIan UMKOHHUHHA Oepau.

by ©Oopana omumnapgan bymain J[.A. y3 wmakonmanmapuma Amanuériaaru
KaMYWIMKIIAPHU XOPKUM XamKacOap OmiaH Taxpuda aMaIiniil OpKaiu TYFpuiall
MyMKHH. By Omnumpaarn OYIUIMKIApHM aHUKJIAIl Ba TEProBHU onubO Oopuuiaaru
VUMKOHMATIAD XaMa MHyJUlapHM Tomumra &paam Oepaau’ ne0 xucoOnaiiam.
O.A.Haymenkons »sca WHTepHeT-TexHONOTHsIapaaH (oiganmanraln Xojjaa COmaup
STWITaH (GUPUOTAPIHK XKUHOSTIAPUHU TEProB KWIHIIA F03ara KeJIraH MyaMMOJIapHH
VpraHuin HaTWKAcUAa, YJIAPHUHT KOMIUIEKC TaOWaTH MaBXKYJIMTH XyJIocacura
xenran®, By Gopanga myraxaccucinap O.A.Haymenkos Ba bynaii JI.A. Mynoxasanapu

2 Bynait I.A “IIPOBJIEMbI PACCJIEJOBAHMS MOIIEHHUYECTBA B COIIMAJIBHBIX CETAIX” //
https://cyberleninka.ru/article/n/problemy-rassledovaniya-moshennichestva-v-sotsialnyh-setyah  (mypoxxaar canacwu:
10.10.2025)

3 O.A.Haymenkos “TIpoGiieMbl B pacClieIOBAHUM YTOJOBHBIX JIEN O MOIIEHHMYECTBE, COBEPUIEHHOM C
HCIOJIb30BaHHEM HWH()OPMAIMOHHO-TEIEKOMMYHHKAMOHHON cpensl” // https://cyberleninka.ru/article/n/problemy-v-
rassledovanii-ugolovnyh-del-o-moshennichestve-sovershennom-s-ispolzovaniem-informatsionno-
telekommunikatsionnoy-sredy (mypoxaar canacu: 10.10.2025 )
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Vpurim ne6 xucobnarimMmu3. UyHKHM WKTUMOMM TapMOKJAp OpKalud coaup OynraH
KUHOSITIIADHU TEProB KWIMLIAArU sSHA OUp MyaMMO — XYKYKHU Myxodaza KWW
opranwnapugaru UUT MyraxaccuciapuHuHT KaMm Maiakacd. by myammo, acocas,
aBBAJITM MYaMMOJIAPHUHT €YUMCHU3JIUTUAAH KeluO uukaiau. JKUHOSATIaApHU TEpros
KW €KW TEKIMUPUIT OWJlaH IIyFY/UTAaHYBYM XOJUMJIAP, KYMHWHYA, XKUHOSTHUHT
00BEKTHUB TOMOHHIA OUJ] TEXHUK Ba TEXHOJOTHK XyCYCUSITIIap/laH XxabapAop sMaciap.
NutepHer opkanu coaup OYiraH >KUHOATIAPHU caMapalii TeproB KWIWI YYYH,
XYKYKITYHOCTHK Omnmmitapu Owtan oupra, UT coxacuma Mykamman Oumumiiapra sra
OynuI Tanad THIIAIN.

Onunran mabiaymoTiapra Kaparanga 2020 iunaa coaup >Tuirad Gupudrapiank
KUHOSATIAPUHUHT YMyMHUM coHu 10496Tanu Tamkui 3trad 6yiaca 2023 iiunra keiauo
sca 18492tara erraH, TaxJawuiap JaBOMUAA COAMP STWIAETraH (pupuOrapIuk
KUHOSTIAPUHUHT Kapuild 60%ra sSKMHM allHaH WXKTUMOWM TapMOKJIap XHCcacura
TYFpPU KEJIMOKJA, PHI a4yWHApJIMCU 3a (oIl ATUIMACIaH KoJaérraH (upuOrapiimk
KUHOATIApUHUHT 90%IaH OPTUFM XaM aliHaH VOKTMMOMH TapMOKIap Xuccacura’
TYFPU KeNaau.

[ynurnex 0y 6opaga omumiap M.X. OpnoxoB Ba JIk.A. KapmanoBaiap V3
unuiapuga [noban mabiayMoTiiap MaiioHWJaa coaup HSTWIraH (QupuOrapIuKHU
KUHOATIAp KamJlaHMacu cudartuga TacHu(Iall MYMKHH, YJIApPHUHT acoCHil
XUCJATUHU OUWpJalliral ycyjija COAUp JTWIMIIM Ba MaH(aaTnapcTIUMK acocujiaru
MOTHBAIHSI TAITKWII dTaA’ 1e0 XHCOOIAIraH.

Xyayajgap opacuaard KOOpAWHALUSHU KydaTupuil Xxam mMyxum. by Hadakat
JaBJIaT OpraHJiapy, OaJIKH >KaMOATUYMIIMKHU XaM (paoi1 »ajad KUIWIIHA Tajad dTaju.
dykapoJapHUHT WHTEPHETAArd XaB()CU3IUIMHUA TabMUHIAII YIyH XaOapOpiIuKHU
OIIUPUII, MabMypHl Ba XYKyKUH >KaBOOTApJIMKHM Ky4daWTUpHII 3apyp. Maxcyc
JacTypiap Ba Mabpy3ajap OpKajiud UHTEPHET PUpUOrapIuKIApUHUHT KaHIai Typiaapu
MaBXKYJIJIMTH Ba yJlap/iaH KaHJal XUMOSJIAHUII KePAKIUTH OYiindya )KaMOaTUYUIUKHU
Y30K MYAJATIIH IIAKIJa MabJIyMOTJIAHTUPHUIN OyWMYa TU3UMIIM WII OJIUO OOopuIl
Kepak.

[IyHUHTIEK, TablUM COXAacHUAAard HWIUIApHU XaM Takpopjaml  JIO3UM.
Basupnukiiap Ba onuid TabJIMM Myaccacaiapy OpacuIaru XaMKOPJIMKHYA Ky4au TUPHILL,
Tajmabaap Ba €11 MyTaXacCUCIAPHUHT SHTY TEXHOJIOTHUsIapra OYiraH KU3UKUIITHHU
ymby coXajard Wil OUIaH GOFNAIl MyXMM aXxaMHATra 3ra. BII MyTaxacCHCIapHUHT
MHTEPHET KUHOATIAPWHU aHMKJIAII Ba yJapra Kapiid Kypamuiiga (Haoja UIITHPOK
ATUIIM YUYH MYJDKAJUIAaHTaH MAaxcyc acTypiiap sSpaTHlll KyJa 3apyp.

4 Crar.y3 Tapmoru. https:/siat.stat.uz/reports-filed/2470/table-data (myposxaar canacu: 10.10.2025)

> M.X. Opaoxoe Ba JIx.A. Kapmanosa “O Cnoco6ax Cosepuienust Momennndects B Tno6anbHom
Wndpopmaunonnom Ilpocrpanctee” // https://cyberleninka.ru/article/n/o-sposobah-soversheniya-moshennichestv-v-
globalnom-informatsionnom-prostranstve (mypoxaat canacu: 15.10.2025)
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[y O6unan OGupra, uHTEepHETAArU (HUPHOTAPIMK KUHOATIAPU TII00aT MyaMMO
0ynu0, yHu dakaT MaMiiakaT Japa)kacuaa dMac, Oallki XaJlKapo XaMKOPJUK OpKaJIH
XaJ ATUII KepaK. XaJKapo XyKyKHH MyXodaza KWWl OpraHjiapuHUHT MyaMMoJiapra
6HpFaJIPIK,Z[a CUHM TOIIMIIIIAPH Ba aMaJjir'a O PUIIIIIapH Tajaab ITUIIadU. MacaﬂaH, 6I/Ip
AaBJiaTaa CoOAVp STHIIIaH XUHOATHUHIT HaTHKAJIapH 60H_IKa MaMJiakataa 3XTUMOJIaH
ceswnapiau Tabcup kypcarangu. Iy cababmu, Xankapo XaMKOPIUKHHHT
MYCTaxXKaMJIaHUIIW HHTCPHET JKUHOATIIApHTIda Kapllh Kypalnruiiaa )XKyJaa MyXuMIaup.

O®OUJAJTTAHUJITAH ATABUETJIAP PYUXATH

1. EpomenkoB H.B. Ba L[setoB B.1 “CnpaBouHble HHTEPHET-PECYPCHI B PACKPHITUN
HpCCTyHHeHHﬁ, CBA3aHHBIX C XUIICHUCM ACHCKHBIX CPCICTB C OaHKOBCKHX CUETOB
rpaxmaan” https://cyberleninka.ru/article/n/spravochnye-internet-resursy-v-
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