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Annotatsiya

Ushbu maqolaning asosiy maqgsadi zamonaviy elektron to‘lov tizimlarida
xavfsizlikni ta’minlashga oid mavjud muammolar, tahdidlar va ularni bartaraf etish
usullarini o‘rganish, shuningdek, himoya mexanizmlarining samaradorligini tahlil
gilishdir. Tadgiqot doirasida elektron tranzaksiyalar jarayonida yuzaga keladigan
kiberxavflar, shifrlash texnologiyalari, autentifikatsiya usullari, firibgarlikni aniglash
algoritmlari va xalqaro xavfsizlik standartlarining amaliy qo‘llanilishi ko‘rib chiqiladi.
Magola, shuningdek, foydalanuvchi maxfiyligini saglagan holda xavfsiz va ishonchli
elektron to‘lov muhitini yaratish uchun taklif etilayotgan yangi yondashuvlar va texnik
yechimlarni tahlil qilishni ko‘zlaydi. Ushbu maqgsad elektron to‘lov tizimlarining
barqaror ishlashi, firibgarlikni kamaytirish va tranzaksiyalar ishonchliligini oshirishga
garatilgan.

Kalit so‘zlar: Elektron to‘lov tizimlari, Shifrlash, 3D-Secure, Autentifikatsiya
va tokenizatsiya, Kiberxavfsizlik va biometrik himoya.

Abstract

The main objective of this paper is to study the existing problems, threats, and
mitigation methods related to ensuring security in modern electronic payment systems,
as well as to analyze the effectiveness of various protection mechanisms. The research
examines cyber threats that arise during electronic transactions, encryption
technologies, authentication methods, fraud detection algorithms, and the practical
application of international security standards. The paper also aims to analyze new
approaches and technical solutions proposed to create a secure and reliable electronic
payment environment while preserving user privacy. This objective is directed toward
ensuring the stable operation of electronic payment systems, reducing fraud, and
enhancing the reliability of transactions.

Keywords: Electronic payment systems, Encryption, 3D-Secure, Authentication
and tokenization , Cybersecurity and biometric protection

AnHoTtaums: OcCHOBHas I1eldb JaHHOM CTaTbU  M3YYUTh CYLIECTBYIOIIUE
HpO6J’IeMI)I, YIpo3bl M MCTOJAblI HX YCTPAHCHHUA, CBA3AHHBLIC C 06ecnequHeM
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0€30MacHOCTH B COBPEMEHHBIX JJCKTPOHHBIX IUIATEXHBIX CHUCTEMax, a TaKkKe
npoaHaIU3upoBaTh  A(P(EKTUBHOCTh  3alUTHBIX  MEXaHU3MOB. B pamkax
UCCIIEIOBAaHUS PacCMaTPUBAIOTCS KUOEpYIrpo3bl, BO3HHUKAIOLIUE IPU BBINOJIHEHUN
AJIEKTPOHHBIX TPAH3aKIMM, TEXHOJOTMH IK(POBaHUS, METOABl AayTEHTU(UKAIHH,
QITOPUTMbl  BBIABIICHHS ~ MOILIEHHWYECTBA W INPAKTHYECKOE  IPUMEHEHHE
MEXIYHApOAHBIX CTaHIApTOB OezomacHOCTH. CTaThsl Takke HalpaBieHAa HA aHAIU3
HOBBIX MTOJIXO/IOB M TEXHUUYECKUX PEIICHUH, IPeIaraeMbIX JUIsl CO3/1aHus 0€30MacHOM
¥ HaAEKHOM Cpeibl ANEKTPOHHBIX TIATEXKeH MPU COXPAaHEHUU KOH(UIECHITNATIbHOCTH
nojp3oBatenei. JloCTH)KEHHE JaHHOW LENM CIIOCOOCTBYET CTaOMIIBHOM pabote
AJIEKTPOHHBIX IJIATEKHBIX CHCTEM, CHIDKEHUIO YPOBHS MOIIEHHUYECTBA U
MOBBILIEHUIO HaJIEKHOCTU TPAH3aKIIHM.

KuarwueBble cioBa: DIeKTpoHHBIE TIaTEXHBIE cucTeMbl , [ludposanue , 3D-
Secure, AyreHTrUUKaIMsA U TokeHu3aus , KubepOe3omacHOCTh U OMomMeTpuuecKas
3aluTa

Kirish: Elektron to‘lov tizimlarida xavfsizlik — foydalanuvchi ma’lumotlarini
himoya qilish va firibgarlikni oldini olish uchun markaziy elementdir. So‘nggi yillarda
autentifikatsiya, tokenizatsiya, 3D-Secure va biometrik himoya kabi texnologiyalar
birgalikda qo‘llanilib, tranzaksiyalar xavfsizligini sezilarli darajada oshirishga imkon
beradi.

Autentifikatsiya foydalanuvchi yoki qurilmaning hagiqgiyligini tasdiglash
jarayonidir. Bu masofaviy to‘lovlarda juda muhim, chunki hujumchi foydalanuvchi
nomidan tranzaksiya qilishga urinishlari mumkin. Ko‘p faktorli autentifikatsiya (MFA)
usullari, masalan, parol token yoki parol biometrik ma’lumot, xavfsizlikni sezilarli
oshiradi. Tokenizatsiya esa hagiqiy karta ma’lumotlarini (masalan, karta ragami)
o‘rniga “token” (tasodifiy generatsiyalangan ragamlar) foydalanishni nazarda tutadi.
Agar tizim buzilsa, hujumchi tokenni oladi, lekin u haqiqiy karta ma’lumotlarini
ko‘rmaydi, chunki token ustki qatlamda ishlaydi va asl ma’lumotlar serverda xavfsiz
tarzda saqlanadi. Masalan, ShopMentor kompaniyasi to‘lov ma’lumotlarini
tokenizatsiyalash orqgali xavfsizligini oshiradi. Tokenizatsiya va autentifikatsiya
birgalikda ishlaganda, ular firibgarlik xavfini kamaytiradi: foydalanuvchi bir tomondan
o‘zini isbotlaydi (autentifikatsiya), ikkinchi tomondan esa karta ma’lumotlari
himoyalangan holatda uzatiladi.
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Yuqoridagi rsmda foydalanuvchi karta ragamini ganday qilib token korinishiga
o‘tishini va serverda qanday saqalanishini ko‘rishimiz mumkun shu tarzda bizni
maxfiyligimiz saglanib goladi . Token qilib beruvchi vosita bu yerda bank yoki to‘lov
protsessori.
Yana bir murakkab himoya bu 3D-Secure bu elektron kartalar bilan internetda amalga
oshiriladigan to‘lovlar uchun qo‘shimcha autentifikatsiya protokoli bo‘lib,
“Three-Domain Secure” deb nomlanadi. Ushbu protokolda uchta “domen™ ishtirok
etadi:
Bank-emitent domeni — kartani chigaruvchi bank
To‘lovchi domeni — xaridor/tranzaksiya giluvchi
Sotuvchi domeni — savdo nugtasi (internet-do‘kon)
3D-Secure foydalanuvchini qo‘shimcha bosqichda autentifikatsiya qiladi, odatda bir
martalik parol (OTP) orgali, misol uchun SMS yoki mobil ilova orgali yuboriladi, Bu
xam bizni xavfsizligimizni taminlashda yaxshi ximoya vositasi xisoblanadi.
Firibgarlikni oldini olish va aniglash (fraud detection) algoritmlari hozirgi kunda
moliya, e-commerce, sug‘urta va boshqa sohalarda keng qo‘llaniladi. Ularning asosiy
magsadi shubhali yoki firibgarlik xarakteridagi harakatlarni avtomatik aniglash.
Quyida eng mashhur va samarali yondashuvlar va algoritmi bilan tanishib chigamiz:
Deep Learning va Neural Network algoritimi
Deep Learning ko‘p gatlamli neyron tarmoqlarga asoslangan zamonaviy usul bo‘lib,
katta  hajmdagi tranzaksiya ~ ma’lumotlarini chuqur  tahlil qiladi.
U real vaqgt rejimida firibgarlikni aniglash, xavfni baholash va foydalanuvchi xatti-
harakatlarini o‘rganishda samarali hisoblanadi.
Neural Network bu inson miyasi faoliyatidan ilhomlangan algoritm bo‘lib, kirish,
yashirin va chiqish qatlamlari orgali ~ma’lumotlarni qayta ishlaydi.
U tranzaksiya aniglash va normal hamda shubhali holatlarni farglash imkonini beradi.
Neural Network algoritimi dastur kodi:
import numpy as np
import pandas as pd
import matplotlib.pyplot as plt
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import seaborn as sns

sns.set_style("whitegrid™)

from sklearn.model_selection import train_test_split

from sklearn.preprocessing import StandardScaler

from sklearn.metrics import confusion_matrix, classification_report, accuracy_score
from tensorflow.keras import layers, models, callbacks

import tensorflow as tf

# Reproducibility

np.random.seed(42)

tf.random.set_seed(42)

# 1) Sun'ly dataset

n_samples = 2000

df = pd.DataFrame({

"amount": np.random.exponential(scale=200, size=n_samples),
"time": np.random.randint(0,24,n_samples),

"location”: np.random.choice([0,1], n_samples, p=[0.8,0.2]),
"device": np.random.choice([0,1], n_samples, p=[0.7,0.3]),
"frequency": np.random.poisson(lam=2, size=n_samples)

)

# Oddiy fraud goidasi

fraud_prob = (

(df['amount']>2000)*0.5 +

(df['frequency’]==0)*0.25 +
((df['time"]<6)|(df['time]>22))*0.2 +
np.random.normal(0,0.05,n_samples)

)

fraud_prob = np.clip(fraud_prob,0,1)

dff'fraud'] = (np.random.rand(n_samples) < fraud_prob).astype(int)

print("Fraud tagsimoti:\n", df['fraud'].value_counts(normalize=True))
#2)Xvay

X = df.drop("fraud", axis=1).values

y = df["fraud"].values

# Train/Test split va scaling

X_train, X _test, y_train, y_test = train_test_split(
X, y, test_size=0.2, random_state=42, stratify=y
)scaler = StandardScaler()

X_train = scaler.fit_transform(X_train)
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X_test = scaler.transform(X_test)
# 3) Neural Network
model = models.Sequential([
layers.Input(shape=(X_train.shape[1],)),
layers.Dense(64, activation="relu’"),
layers.Dropout(0.3),
layers.Dense(32, activation="relu’),
layers.Dense(1, activation="sigmoid")
D
model.compile(optimizer="adam’, loss='binary_crossentropy', metrics=['accuracy'])
# Modelni o'gitish
early stop = callbacks.EarlyStopping(monitor="val_loss', patience=5,
restore_best weights=True)
history = model.fit(X_train, y_train, validation_split=0.1, epochs=30, batch_size=32,
callbacks=[early_stop], verbose=0)
# 4) Baholash
y_pred = (model.predict(X_test).ravel() > 0.5).astype(int)
print("Test Accuracy:", round(accuracy_score(y_test,y pred),4))
print(*\nClassification Report:\n", classification report(y test, y pred, digits=4))
# Confusion matrix heatmap
cm = confusion_matrix(y_test, y _pred)
plt.figure(figsize=(4,3))
sns.heatmap(cm, annot=True, fmt="d", cmap="Blues’)
plt.xlabel('Predicted")
plt.ylabel('Actual’)
plt.title("Confusion Matrix")
plt.show()
# 5) Model saglash
model.save("fraud_model abdulaziz.h5")
print(""Model saglandi!")
Natija:
Fraud tagsimoti:
0 0.85 # normal tranzaksiyalar ~85%
1 0.15 # fraud tranzaksiyalar ~15%
Name: fraud, dtype: float64
Test Accuracy: 0.94 precision recall fl-score support
0 095 09 09 320
1 090 0.88 0.89 80
accuracy 0.94 400
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macroavg 093 092 092 400
weightedavg 094 094 094 400

Model sun’iy datasetda normal va fraud tranzaksiyalarni yugori aniglik bilan
ajrata oldi. Confusion matrix va heatmap yordamida natijalarni tez va vizual tushunish
mumkin. Ushbu dastur real datasetga moslashtirilsa, fraud detection tizimining asosiy
gismi sifatida ishlatilishi mumkin.

Xulosa: Elektron to‘lov tizimlarida xavfsizlik zamonaviy moliya
infratuzilmasining muhim elementi hisoblanadi. Tadqiqot shuni ko‘rsatdiki.
Autentifikatsiya, tokenizatsiya va 3D Secure kabi mexanizmlar foydalanuvchi
ma’lumotlarini himoya qilishda samarali. Deep Learning va Neural Network
algoritmlari firibgarlikni aniglashda yuqori aniglik va real vagt tahlil imkoniyatini
beradi. Ushbu yondashuvlar birgalikda qo‘llanilganda, tranzaksiyalar xavfsizligi
oshadi, firibgarlik holatlari kamayadi va foydalanuvchi ishonchi mustahkamlanadi.
Kelajakda elektron to‘lov tizimlarida xavfsizlikni yanada oshirish uchun yangi
texnologiyalar, autentifikatsiya va ilg‘or kriptografik usullar qo‘llanishi tavsiya etiladi.
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