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AnHoTanms: B paboTe ncciaemnyrorcss METOIbI ayTeHTU(DUKAIINH, TIPUMECHIEMBIC
JUIsl oOecIieueHMsl 3aluThl JaHHbIX B ceTsix MuTtepHera Bemeit (IoT). AkTyanbHOCTB
TeMbl OOYCJIOBJIEHa CTPEMUTEIBHBIM YyBEIMYeHHEM KonudectBa loT-ycTpoHcTB H
BO3pACTAOIIUMU TPEOOBAaHMSIMH K YPOBHIO HH(OPMAIIMOHHOW O€30MacHOCTH B
TCIICKOMMYHUKAIIMOHHBIX CHCTCMaX. ]_IGJ'IB HCCIICOOBAHUA 3aK/JIKOYACTCA B aHAJIN3€
CYIIECTBYIOIIUX MOIXO0/I0B K ayTeHTU(UKAITUY U OIIeHKE UX 3P (HEKTUBHOCTH C YIETOM
OTPAHUYECHHBIX BBIYUCIUTEIBHBIX M DHEPreTUYECKUX pecypcoB ycTpouctB [oT. B
paMKax pa6OTBI pacCMOTPCHBI KaK TpPaJUOMOHHBLIC, TaAK W COBPEMCHHBLIC MCTObI
ayTeHTU(PUKALMK, BKIIOYass KpuUNTOorpauueckue W MHOTO(AKTOPHBIE PEIICHUS.
BrinosaHeH cpaBHUTENBHBIN aHAIN3 JaHHBIX METOJIOB IO MOKa3aTeIsiM 0€30MMacHOCTH,
HaZE&KHOCTH U pecypcHo addextuBHOCTU. [lomydeHHbIE pe3yabTaThl MO3BOJISIOT
BBLIIBUTH HauOoOJIEE MCPCIICKTUBHBIC ITOAXOAbI K aYTeHTI/I(I)I/IKaHI/II/I IJIA UCITOJIB30BaAHUA
B loT-cersix w M™Moryr OBITh TNpPUMEHEHBI TMpH pa3paboTKe 3aIUIIEHHBIX
TCICKOMMYHHUKAIIMOHHBIX CHUCTCM.

Kuarwuesbie ciaoBa: Unarepuer Benielt, [oT, ayrentudukanms, 3amura JaHHbIX,
uH(popMaImoHHas 6€30MacHOCTb, TEICKOMMYHUKAIIMOHHBIE CETH.

Abstract: This paper examines authentication methods used to ensure data
protection in Internet of Things (1oT) networks. The relevance of the study is driven
by the rapid growth in the number of 10T devices and the increasing requirements for
information security in telecommunication systems. The aim of the research is to
analyze existing authentication approaches and evaluate their effectiveness, taking into
account the limited computational and energy resources of 10T devices. The study
considers both traditional and modern authentication methods, including cryptographic
and multi-factor solutions. A comparative analysis of these methods is carried out
based on security, reliability, and resource efficiency criteria. The obtained results
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make it possible to identify the most promising authentication approaches for use in
0T networks and can be applied in the design of secure telecommunication systems.

Keywords: Internet of Things, 10T, authentication, data protection, information
security, telecommunication networks.

OCHOBHO# TEKCT Te3uca

B nacrosmee Bpems texnonorun MutepHera Benieit (Internet of Things, 1oT)
HAXOJISAT MIUPOKOE MPUMEHEHUE B Pa3NUYHBIX chepax YelOBEUeCKOU NeATeIbHOCTH,
BKJIIOYAs TEJIEKOMMYHUKAIIUM, MPOMBIIIJIEHHOCTb, 3/[PABOOXPAHEHHUE, TPAHCIIOPT U
CUCTEMBI «yMHOro ropoaa». Poct uumcnma loT-ycTtpoilicTB, a Takke yBeIHYECHHUE
00BEMOB T€HEPUPYEMBIX U TEepeAaBaeMbIX JaHHBIX OOYCIOBIMBAIOT Y)KECTOUCHHE
TpeboBaHMit K oOecreueHnio HHGOpMaIMOHHON Oe3onmacHOoCTH. OTHON M3 KITIOYEBBIX
3amauy B loT-cersax siBisieTcst 3amuTa JIAHHBIX OT HECAHKIIMOHUPOBAHHOTO JIOCTYTIA,
MOJAMEHBI U yTeYKkU. B CBSI3M ¢ 3TUM 0COOYI0 3HAYMMOCThH IpuoOpeTaer mpodeMa
ayTeHTU(PUKaIuu yCTPOUCTB U Tosib3oBaTeneit B [oT-cpene.

AyreHTuduKaIus MPEICTAaBIsET Cco00M 0a30BbIM MeXaHU3M oObOecredeHus
WH(OPMAITMOHHONW O€30MacHOCTH W ONpPENeNseTCs KakK IPOIecC IMOATBEPKICHUS
MOJIUTMHHOCTH CYOBEKTa, 3alpallluBaIOLIEro JOCTYII K CUCTEME UM HH(DOPMaAIIMOHHBIM
pecypcam. B ycnoBusix loT-cereit peanuzanus ayTeHTU(GUKAIUNA OCIOXKHIETCS PSAIOM
(hakTOpoB, K KOTOPBIM OTHOCSATCSI OTPAHUYECHHbBIE BRIYMCIUTEIbHBIC M YHEPTeTUYECKUE
pecypchl YCTPOUCTB, T€TEPOTC€HHOCTh CETEBON MHMPACTPYKTYPHI, a TaK)Ke BBICOKas
MacmTabupyeMocTh W JUHAMUYHOCTH  CETH.  |pajWIIMOHHBIE  METOMbBI
ayTeHTU(UKALIUH, IITUPOKO MPUMEHSIEMbIC B KIIACCUYECKHUX TEIIEKOMMYHHUKAIIMOHHBIX
CUCTEMaX, HE B IIOJHOM Mepe COOTBETCTBYIOT TpeboBaHusiM loT-cpenbl, d4TO
o0OyciaBiIrBaeT HEOOXOIUMOCTh UX aHAJM3a U aJanTalliu.

[lenbro HACTOAIIETO HUCCIAEAOBAHUS SBISCTCS W3YyYEHHE M aHAJIU3 METOJ/IOB
ayTeHTU(PUKAIMYA, TPUMEHSIEMBIX JJIsi OOCCTCUCHUs] 3alllUThl JAaHHBIX B CETAX
WNurepHera Bemiei, a Takke oOleHKAa UX A(PPEKTUBHOCTU ¢ Y4ETOM cHEHUPUKH
TEJICKOMMYHUKAMOHHBIX [oT-cuctem. s AOCTMKEHHS TOCTABICHHOM UEIHA B
paboTe paccMaTpuUBaIOTCSd OCHOBHBIE KATErOPUM METOJIOB ayTEHTU(DUKAIMHU U
BBITIOJTHSIETCSA UX CPABHUTEIIbHBIN aHAIH3.

B pamkax wucciegoBaHusi NpOaHAIW3UPOBAHbl KaK TPAJULMOHHBIE METObI
ayTeHTU(PUKALMH, OCHOBAHHBIE HA UCIIOJIb30BAaHUU MApOJIe U UIEHTU(PUKATOPOB, TaK
U COBPEMEHHBIE TMOAXOMABI, BKJIIOYAIONIME  KPHUOTOTPAPUUIECKUE  METOJIbI,
MHOTO()aKTOPHYIO ayTEeHTHU(UKAIIMIO U PEllieHrus Ha ocHOBe cepTtudukaToB. Ocoboe
BHUMaHUE  YJEJIeHO  KpunrorpapuyecKuM  MEXaHH3MaM,  HUCIOJIb3YIOIIUM
CUMMETPUYHOE M aCHMMETPpUYHOE Mmu(poBaHUE, TOCKOIBKY OHH OOECIIECUYMBAIOT
0oJiee BHICOKUM YpOBEHB 3allIUThl HHPopMaru. BMecTe ¢ TeM MpUMEeHEHHUE CIIOAKHBIX
Kpunrorpadguyeckux aroputMoB B [oT-ceTsix MOKeT OBITh OTPaHUYEHO BCIICICTBUE
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HEJOCTATOYHOW BBIYMCIUTEIBHOW MOIIHOCTH M OrPaHUYEHHBIX JHEPreTUYECKUX

PECYPCOB YCTPOWCTB.

B pabore Takke paccMOTpeHbl MHOTO(aKTOPHBIE METOJbI ayTEeHTU(DUKAIUH,
MpEAnoiarailiie HCNOoIb30BaHUE JABYX U Oosee (PAKTOPOB MOATBEPKICHUS
MOJJIMHHOCTH, BKJIIOYas 3HaHWS (MapoJib), BiajeHue (YCTPOMCTBO WM TOKEH) U
OMOMETpHUYECKHUE XapaKTepUCTUKH. [IprMeHeHue NaHHBIX IMOJXO0JI0B CIOCOOCTBYET
MOBBIIIEHUIO YPOBHSI MH(DOPMAIIMOHHOW O€30MaCHOCTH, OHAKO MOXKET MPUBOJUTH K
YBEIIMYEHUIO 33IEpKEK MpU TMEpPeladye JaHHBIX U YCIOKHEHUIO MPOLEIypbl
ayTeHTU(UKALUK, YTO OrPAaHUYMBACT MX HCIMOJIb30BaHUE B loT-mpuiiokeHusx
peaIbHOTO BPEMEHHU.

BrinosHeH cpaBHUTENBHBIN aHAIU3 METOJIOB ayTEHTU(PHUKAIIUU MO KPUTEPHUAM
ypoBHS ~ 0€30macHOCTH,  HAAEKHOCTH,  pecypcHod  3(pdekTuBHOCTH  H
MacImTabupyeMocTH. Pe3ynbTaThl HCCIeIOBaHUS CBUIETEILCTBYIOT 00 OTCYTCTBHH
YHUBEPCAIBHOIO METOAa, OAMHAKOBO JS(PPEKTHUBHOrO [JIsi BCEX CIIEHAPUEB
npumeHeHus [0T. BeiOop onTuMaabHOTO perieHus JOKEH OCYIIECTBIATHCS ¢ YIETOM
aApXUTEKTYPHBIX OCOOCHHOCTEHN CETH, TUIA UCTIOIb3YEMbIX YCTPOMCTB, TPEOOBAHUMN K
obecrieueHHI0  0€30MACHOCTH M XapaKTEPUCTHUK  TEIEKOMMYHHUKAIMOHHON
UH(PPACTPYKTYPBHI.

B 3akmiouenuwe crnenyer MOAYEPKHYTh, 4TO HS(P(QEKTHUBHAS peaTu3alus
MEXaHU3MOB ayTEHTU(PHUKALUU SBISETCS HEOOXOJUMBIM YCIOBHEM OO€CTeueHus
3allMThl JaHHBIX B ceTsix MHTepHera Bemiel. [lomydeHHbIe B X0/€ HCCIEIOBAHUS
PE3YNBTATHl MOTYT OBITH UCIIOJIB30BAHBI ITPH MMPOCKTUPOBAHUH U COBEPIIICHCTBOBAHUH
3alUIIEHHBIX TEIEKOMMYHUKAIMOHHBIX [oT-cucrtem, a Takxke IpU JaJIbHEUILIEM
pPa3BUTHM METOAOB oOecnedeHus: MH(OPMAILMOHHOM O€30MacHOCTH B YCJIOBHSIX
udpoBoit Tpanchopmauu.
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